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Sir: 

Transmitted herewith for filing is the PROVISIONAL APPLICATION 

for a patent of Inventor(s) : 

JOSEPH P. KENNEDY, JR., MARTIN ALLES, and JOHN CARLSON 
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[X] A Cover Page and Two (2) pages of specification. 
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No. 04-16.79. A duplicate of this sheet is enclosed. 
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An invention whose application is to the identification of the path (or devices on the 
path) of a communication signal 



1.0 Context 

(a) This application relates to the communication of information over a 
communication medium, wireless or otherwise. 

(b) A communication system is the entirety of a transmitter, a communication path or 
link/channel, devices along the path through which the signal passes and a 
receiver. 

(c) The communication link/path introduces distortions on signals whose origins may 
be thermal noise or other interfering signals. 

(d) Primary information is the information content for which the communication 
system was intended. For example, in a cellular communication system, the 
primary information may be speech. A Primary receiver is one whose design is 
motivated for the sole purpose of extracting primary information. 

(e) The Primary signal is that signal emanating from the transmitter and decoded by 
the primary receiver which contains the Primary information. 

(f) Secondary information is information encoded onto/over/into the Primary signal 
in such a maimer that it is: 

(1) Transparent to the Primary receiver. The operation of the Primary receiver 
remains identical in the presence or absence of the secondary information. 

(2) Recoverable only by a Secondary receiver which has access to both the 
input and the output of the Primary receiver. 

(3) Inserted as a Secondary signal or signals at one or more devices in the path 
of the primary signal as it traverses from the transmitter to the Primary 
receiver. 

2.0 Injection of the Secondary signal 

(a) The Secondary signal is formed as a function of both the device through which 
the primary signal passes and the Primary signal. Mathematically, if w(t) 
represents the Secondary signal injected at device 4 w(t)=f( i, s(i)). The function 
f(.) represents the mapping and s(t) the Primary signal. 

(b) The Secondary signal is modified such that it appears to be a component of the 
distortion of whatever nature, experienced on the channel/link. As one example, if 
the distortion is additive noise, the modification is to scale the Secondary signal 
so that it is below the power level of the noise. The notation w(t) will also denote 
the modified signal. 

(c) The Secondary signal is transmitted within the same channel as the Primary 
signal. By channel we mean the same time period and bandwidth or any other 
generic Primary signal characterization. 

(d) The fimction/(i; generating the Secondary signal has the property that given the 
output of the Primary receiver, the function can be inverted so that the particular 
device i may be identified. 
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3.0 Recovery of the Secondary signal 



(a) A Secondary receiver has access to both the input and the ou^ut of the Primary 
receiver. 

(b) The Secondary receiver removes the primary signal (reconstructed if need be 
from the output of the Primary receiver) from the input signal at the Primary 
receiver, thus exposing the Secondary signal. 

(c) The Secondary receiver implements the inverting function given by 
/ i J^gMOMt))f where gQ inverts/^:;, 

(d) The Secondary receiver identifies the device associated with the determination /. 

(e) Multiple devices in the path may be identified using appropriate functions gQ 
that represent the needed inversions for each function/f.^ each of which may have 
been operating at different device locations along the Primary signal path. 
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